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What we will cover

- Quick Refresher
- What sensors are seeing
- What cybersecurity consultants are seeing (Redacted)

- Take-home lessons

- Where to start
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QUICK REFRESHERS



The world is changing...are you prepared?

~. CHEW

Crim!nal, Hacktivism, Espionage and (cyber) Warfare




[dentity is central to digital transformation — and it's where
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WHAT SENSORS ARE SEEING



Insights on a global scale

6.5 trillion signals a day Shared threat data

from partners,
researchers, and
law enforcement
worldwide

OneDrive
Outlook

930M

threats detected
on devices
every month

o

Windows

470B

emails
analyzed

1.2B

devices scanned
each month

200+

global cloud consumer
and commercial
services

Xbox Live

Botnet data
from Microsoft
Digital Crimes
Unit

Microsoft
accounts

Enterprise security

for 90% of

Fortune 500

18B + Bing web
pages scanned

630B

monthly
authentications

750M+ Azure

user accounts

Classified as Microsoft Confidential



What Sensors Are Seeing

I SIR v24 identified 3 main topics

1. Ransomware vs. crypto-currency mining

2. Easy mark attack methods

3. Supply chain compromises

B8 Microsoft



1. Ransomware vs. crypto-currency mining

Ransomware encounter rates declined approximately 60%
between March 2017 and December 2018

Ransomware Encounter Rate
JAN 2018

0.11%

AN

DEC 2017 FEB2018 C

0.06% 0.07% .

0.12%

0.10%

0.08%

DEC 2018

e 0.03%

0.06%
0.04%
0.02%

0%

MAR MAY JUL SEPT NOV JAN MAR MAY JUL SEPT NOV

2017 2018



Mining coins continues to be lucrative
Encounter trends shift with crypto-currency prices

1. Ransomware vs. crypto-currency mining

Brocoiner Encounter Rate
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2. Easy mark attack methods
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Phishing

Broad-based phishing and spear phishing both rely on what's most often cited as

security’s weakest link: people. Phishing can take many shapes, including:

bt

Email links and
attachments

— —
XK X K
& xxxxxx

Domain
impersonation

Domain spoofs

Links to fake
SaaS$ apps

User impersonation

Approximate number of phishing emails Microsoft
detected each month, over three months
(November 2017 - January 2018).



2. Easy mark attack methods

Inbound emails that were phishing messages increased 250%
between January and December 2018

Phishing rates are still on the rise

Percentage of total inbound emails that are phishing emails
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3. Supply Chain compromises

Software supply chain attacks have been increasing
in the last few years

2017 ® MAR ® JUN ® SEPT 2018 ® MAR ® AUG

Ask Partner Petya ransomware ! CCleaner ¢ Dofoil campaign Compromised

:  Network (APN) ! outbreak : compromised ! remote support

compromised {  program

o o S o o o o o S o

- hd o ~ o hd had b d had hd

& MAY ¢ JUL ® OCT ¢ JUL ® OCT

2 incidents: ShadowPad Compromised Compromised Compromised
Operation backdoor media app for supply chain within hosting control
WilySupply & macOS a supply chain panel

compromised DVD
app for macOS



THIS SECTION IS REDACTED

FROM FINAL HANDOUT
WHAT CYBERSECURITY CONSULTANTS ARE SEEING

The examples used have modifications to obfuscate attacker methodology
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LESSONS LEARNED



Lessons Learned (Partial list)

0365 ATP

Cloud App Security

Azure Security
Center

From Case 2: Configuration management, timely patching, AV definition updates, Email Azure ATP
filtering, Network visibility via advanced detection tools

From Case 3: Endpoint monitoring to defend against sophisticated attacks (undetected by , ':' - ., -
traditional AV) ega A, co




Basic Recommendations

W Security hygiene is critical
remove legacy, perform patching, enable MFA & logging, etc.

Y Implement access controls
especially for sensitive/privileged roles; they have keys to the kingdom

Y Keep backups

warm and cold, to make ransomware irrelevant

Y Be aware and act

a Mi
inci i : Icr
have an incident response plan in place; test it regularly — crosoft

i,
¥ Stay up-to-date \'
www.microsoft.com/security/blog [ |
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